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COPYRIGHT © 8®angzhou Hikvision Digital Technology Co., Ltd.

ALL RIGHTS RESERVED.

Any and all information, including, among others, wordings, pictures, graphs are the properties of

Hangzhou Hikvision Digital Technology Co., Ltd. oulitsidiaries (hereinafter referred to be
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changed, translated, or distributed, partially or wholly, by any means, without the prior written

permission of HikvisiarlJnless otherwise stipulated, Hikvision does not make any warranties,

guarantees or representations, express or implied, regarding to the Manual.

About this Manual

This Manual is applicable detwork Video Recorder (NV.R)

The Manual includes instructisrfor using and managing the product. Pictures, charts, images and

all other information hereinafter are for description and explanation only. The information

contained in the Manual is subject to change, without notice, due to firmware updates or other

reasons. Please find the latest version in the company website

(http://overseas.hikvision.com/en.

Please use this user manual under the guidance of professionals.
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jurisdictions. Other trademarks and logos mentioned below are the properties of their respective

owners.

Legal Disclaimer

TO THE MAXIMUM EXTENT PERMDIBIY APPLICABLE LAW, THE PRODUCT DESCRIBED, WITH IT
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AND HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMIT

MERCHANTABILITY, SATISFACTORYYQUBAMNESS FOR A PARTICULAR PURPOSE, AND

NONINFRINGEMENT OF THIRD PARTY. IN NO EVENT WILL HIKVISION, ITS DIRECTORS, OFFIC

EMPLOYEES, OR AGENTS BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDEN

INDIRECT DAMAGES, INCLUDING, AMONG (AMRGES FOR LOSS OF BUSINESS PROFITS,

BUSINESS INTERRUPTION, OR LOSS OF DATA OR DOCUMENTATION, IN CONNECTION WITH

USE OF THIS PRODUCT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY OF SU

DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNETKAECEE)F PRODUCT SHALL BE WHOLLY

AT YOUR OWN RISKS. HIKVISION SHALL NOT TAKE ANY RESPONSIBILITES FOR ABNORMAL

OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, F

ATTACK, VIRUS INSPECTION, OR OTHER INTERNET SECURITEMERKISKNMISAON WILL

PROVIDE TIMELY TECHNICAL SUPPORT IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOL

JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CON

THE APPLICABLE LAW. HIKVISHALL NOT BE LIABLE IN THE EVENT THAT THIS PRODUCT IS

USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
HiLezk PREVAILS
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Regulatory Information
FCC Information

Please take attention that chaag or modification not expressly approved by the party responsible
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FCC compliancé&his equipment has been tested and found to comply with the limits for a Class A
digital device, pwsuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency energy
and, if not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to
cause harmful interference in which case the user will be requibeorrect the interference at his

own expense.

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference.

2. This device must accept anyarference received, including interference that may cause
undesired operation.

EU Conformity Statement

c E This product and if applicable- the supplied accessories too are marked with "CE" and
comply therefore with the applicable harmonized European statsléisted under the
EMC Directive 2014/30/EU, the LVD Directive 201435EU, the RoHS Directive 201165EU.

201219/EU(WEEE directive): Products marked with this symbol cannot be disposed of as
E unsorted municipal waste in the European Union. For prapeycling, return this
W= product to your local supplier upon the purchase of equivalent new equipment, or
dispose of it at designated collection points. For more information weev.recyclethis.info

200666/EQbattery directive): This product contains a battery that cannot be disposed of
E as unsorted municipal waste in the European Union. See the product documentation for
specific battery information. The battery is marked with this symbol, which may include
lettering to indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycling, return the
battery to your supplier or to a designated collection point. For more information see:
www.recyclethis.info

Industry Canada ICE®03 Compliance
This device meets the CAN 1€EE®)/NMB3(A) standards requirements.


http://www.recyclethis.info/
http://www.recyclethis.info/
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Applicable Models

This manual is applicable to the models listed in the following table.

Series Model
NVR104MHC
NVR100MHC NVR108MHC
NVR116MHC
NVR208MHC
NVR200MHC
NVR216MHC
NVR104MHC/4P
NVR100MHC(/P)
NVR108MHC/8P
NVR208MHC/8P
NVR200MH-C(/P)
NVR216MHC/16P

Symbol Conventions

The symbols that may be found in this document are defined as fallows

Symbol

Description

DE] NOTE

Provdes additional information to emphasize or supplemsg
important points of the main text.

\ WARNING

Indicates a potentially hazardous situation, which if not avoig
could result in equipment damage, data loss, performa
degradation, or unexpected results.

Indicates a hazard with a high level of risk, which if not avoided
result in death or serious injury.
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Safety Instructions

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneuser.

In the use of the product, you must be in strict compliance with the electrical safety
regulations of the nation and region. Please refer to technical specifications for detailed
information.

Input voltage should meet both the SELV (Safety Extra Low Voltadig)eLimited Power
Source withL00~240VAC or 12 VDC according to the IEC6d98@andard. Please refer to
technical specifications for detailed information.

Do not connect several devices to one power adapter as adapter overload may cause
overheating o a fire hazard.

Please make sure that the plug is firmly connected to the power socket.

If smoke, odor or noise rise from the device, turn off the power at once and unplug the power
cable, and then please contact the service center.

Preventive and Cautionary Tips

Before connecting and operating your device, please be advised of the following tips:

5

Ensure unit is installed in a wetkntilated, dustfree environment.
Unit is designed for indoor use only.

Keep all liquids away from the device.

Ensure envonmental conditions meet factory specifications.

Ensure unit is properly secured to a rack or shelf. Major shocks or jolts to the unit as a result of
dropping it may cause damage to the sensitive electronics within the unit.

Use the device in conjunctiomith an UPS if possible.
Power down the unit before connecting and disconnecting accessories and peripherals.
A factory recommended HDD should be used for this device.

Improper use or replacement of the battery may result in hazard of explosion. Replice wi
the same or equivalent type only. Dispose of used batteries according to the instructions
provided by the battery manufacturer.
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Product Key Features

General
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Connectable to network cameras, network dome amtoders

Connectable to the thirgbarty neéwork cameras like ACTI, Arecont, AXIS, Bosch, Brickcom,
Canon, PANASONIC, Pelco, SAMSUNG, SANYO, SONY, Vivotek and ZAVIO, and cameras that
adopt ONVIF or PSIA protocol.

Connectable to themartlP cameras.

H.265+/ H.265H.264+/H.264/MPEG4 video formats

PAL/NTSC adaptive video inputs.

Each channel supports dustream.

Up to816/3264 network cameaiscan be added according thfferent models

Independent configuration for each channel, including resolution, frame rate, bit rate, image
quality, etc.

The quality of the input and output record is configurable.

Local Monitoring

5
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HDMI and VGA outputs provided.
HDMIvideo output at up to4Kresolution

Multiple screen display in live view is supported, and the display sequence of channels is
adjustable.

Live view screen can be switched in group. Manual switch and-switzh are provided and
the auto-switch interval is configurable.

Gonfigurable main stream and stgiream for the live view.

Quick setting menu is provided for live view.

Motion detection,video tampering video exception akt and video loss att functions.
Privacy mask.

Multiple PTZ protocols supported; PTZ preset, patrol and pattern.

Zooming in by clicking the mouse aRd@Z tracing by dragging mouse.

HDD Management

Up to 2 SATA hard disker NVR200MHC (/P) and 1SATA hard didor NVR1OOMHC(/P)
series NVR

Up to6 TB storage capacitpr each disksupported.
Support 8 network disks (NAS? SAN disk).
Suppors S.M.A.R.T. and bad sector detection.
HDD group management.

Suppors HDD &andby function.
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HDD property: redundancy, reauhly, read/write (R/W).
HDD quota management; different capacity can be assigned to different channel.

Recording and Playback

Holiday recording schedule configuration.
Continuousand event videaecordingparameters.

Multiple recording types: manuatpntinuous alarm, motionmotion | alarm,and motion &
alarmVCA

8 recording time periods with separated recording types.

Prerecord and postecord for alarm, motion detection for recording, and pexord time for
schedule and manual recording.

Searching record files and captured pictures by events (alarm input/motion detection).
Tag adding for record files, searching and playing back by tags.

Locking and unlocking record files.

Localredundant recording

Provide new playback interface with easy and flexible operation.

Searching and playing back record files by channel number, recording type, start time, end
time, etc.

Smart search for the selected area in the video.
Zooming in when playback.
Reverseplaybackof multi-channel.

Supports pause, play reverse, speed up, speed down, skip forward, and skip backward when
playback, and locating by dragging the mouse.

Supports thumbnails view and fast view during playback.

Up to 16¢h synchronous playback 2080preal time.

Supports playback by transcoded stream.

SupporsenablingH.264+to ensure highvideoquality with lowered bitrate

Backup

5
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Export video data by US@&, SATA device.
Export video clips when playback.
Management and maintenance of backup devices.

Alarm and Exception

5
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Configurable arming time of alarm input/output.

Alarm for video loss, motion detection, tampering, abnormal sigvideo input/output
standard mismatchllegal login, network disconnected, IP confliction, abnormal
record/capture, HDD eaor, and HDD full, etc.

VCA detection alarm is supported.
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VCA search for face detectiand behavior analysis.

Alarm triggers full screen monitoring, audio alarm, notifying surveillance center, sending email
and alarm output.

Automatic restore when systeis abnormal.

Other Local Functions
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Operable by front pnel, mouse, remote controgr control keyboard.

Threelevel user management; admin user is allowed to create many operating accounts and
define their operating permission, which includes the limiatzess any channel.

Admin passwordesettingby exporting/importing the GUID file.
Operation, alarm, exceptions and log recording and searching.
Manually triggering and clearing alarms.

Import and export of deice configuration information.

Network Functons

Oneseltadaptive 10M/100M/1000Nbpsnetwork interface.

Fourindependent PoE network iatfacesare provided for AP modelsjght independent PoE
network interfaces forthe /8P models, andixteenindependent PoE network interfaces fibre
/16P models.

Long distanc€100-300 m) network transmission via PoE (for /P models).

IPV6 is supported.

TCP/IP protocol, DHCP, DNS, DDNS, NTP, SADP, SMTP, SIdMP|9C¢<d,are supported.
TCP, UDP and RTP for unicast.

Auto/Manual port mapping by UPAP.

Supportaccess byHiLookVision

Remote web browser access by HTTPS ensures high security.

TheANR (Automatic Network Replenishment) functissupported, it enables the IP camera
save the recording files in tHecal storagavhen the network is disconnected, and
synchronizes the files to the NVR when the network is resumed.

Remote reverse playback vRTSP.
Supporsaccessing by the platforma ONVIF.

Remote search, playback, download, locking and unlocking of the record files, and support
downloading files broke transfer resume.

Remote parameters setup; remote import/export of device parameters.
Remote viewing of the device status, system logs and alarm status.
Remote keyboard operation.

Remote HDD formatting and program upgrading.

Remote system restart and stdawn.
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R$485 transparent channel transmission.

Alarm and exception information can be sent to the remote host

Remotely start/stop recording.

Remotely start/stop alarm output.

Remote PTZ control.

Remote JPEG capture.

Virtual host function is provided toegjaccess and manage the IP camera directly.
Twoway audio and voice broadcasting.

Embedded WEB server.

Development Scalability:

SDK for Windows system.
Source code of application software for demo.
Development support and training for application system.
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Chapter 1 Introduction

1.1 Front Panel

NVR-100MH-C (/P) Series

w0 80 &O (i)

Figure 11 NVR1O0OMHC (/P)Series

NVR-200MH-C Series

v0 80 &0 [l [ Jo=
1 2 34 5
Figure 122 NVR200MHCandNVR200MHC (/P)Series
Table 31 PanelDescription
No. | Name Connections
1 POWER Turns green whedeviceis powered up.
2 HDD Flickes red when data is being read from or written to HDI]
3 TRx Flickes blue when network annection is functioning
properly.

4 Infrared Receiver| Receiver for IR remote control.
5 USB Interface Universal Serial Bus (USB) port for additional devices su|

USB mouse and USB Hard Disk Drive (HDD).
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1.2IR Remote Control Operations

The NVR may aldze controlled with the included IR remote control, showrrigure 13.

(Tilnore

Batteries (2xAAA) must be installed before operation.

The IR Remote is set at the factory to control M\éR (using default Device ID# 2%6thout any
additional steps. Device ID# 255 is the default universal device identification number shadhed by
NVRs. You may also pair an IR Remote to a spibifcby changing the Device ID#, as follows:
Pairing (Enabling) the IR Remote to a SpecificNVR (optional)

You carpair an IR Remote toMVRby creating a usedefined Device ID#. This feature is useful
when using multiple IR Remotes aN¥R.

On theNVR
Step 1Go to General > More Settings.
Step 2Type a number (255 digits maximum) into the Device Nal.fiel
Step 30n the IR Remote:
Step 4Press the DEV button.
Step 5Use the Number buttons to enter the Device ID# that was entered intdNViR

Step 6Press Enter button to accept the new Device ID#.
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Figure 13 Remote Control

Unpairing (Disabling) an IR Remote from a NVR

To unpair an IR Remote fron\&/Rso that the unit cannot control anyVRfunctions, proceed as
follows:

t NBda (KS 59+ 1S8& 2y (GKS Lw wSyY2idSo tye SEA&ED
and it will no longer function with th&lVR

[Tilnore

(Re)enabling the IR Remote requires pairingthidRP { SS at F ANAY3I GKS Lw w

NVRO 2 LIJGA2Y I E 0 | 6020So

The keys on the remote control closely resemble the ones on the front panel.
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Table 12 IR Remote Functions

No. [Name Function Description
w To Turn Power On:
- If User Has Not Changed the Def@i{RDevice ID# (255):
1. PressPower On/Off button (1).
- If User Has Changed th&/RDevice ID#:
1. Press DEV button.
2. Press Number buttons to enter usdefined Device ID#.
3. PressEnter button.
4. Press Power button to start device.
w To TurnNVROff:
- If User Is Logged On:
1. Hold Power Op/Oft button fl) down for fiyg seconds
RAALIX I & UKS &, Sakbz2¢é¢ OSNATA
2. Use Up/Down Arrow buttons (12) to highlight des
sdection.

1 POVWER 3. Press Enteritton (12) to accept selection.

ON/OFF

- If User INot Logged On:

1. Hold Power On/Off button (1) down for five seconds
display the user name/password prompt.

2. Press the Enter button (12) to display the-streen keyboar
3. Input the user name.

4. Press the Enter button (12) to accept input and dismis
on-screen keyboard.

5. 1 &S (KS 524y ! NNRg odzilz2y
field.

6. Input password (use escreen keyboard or numeric butto
(3) for numbers).

7. Pressthe Enter button (12) to accept input and dismiss
on-screen keyboard.

8. Press the OK button on the screen to accept input and di
GKS Sakb2¢é¢ GBSNATFTAOFIGAZ2Y LN
(12) to move between fields)

9. Press Enteritton (12) toaccept selection.
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User name/password prompt depends dVRis configuratior

(88 4{2adSY /2y TFAIdNI GA2YE

DEV

Enable IR Remote: Press DEV button, eNtéRDevice ID# wit
number keys, press Enter to pair unit with tN&R

Disable IR Remot®ress DEV button to clear Device ID#; uni
no longer be paired with th&lVR

Numerals

Switch to the corresponding channel in Live View or PTZ C
mode

Input numbers in Editnode

EDIT

Delete characters beforeursor

Check the checkboxhd select the ON/OFwitch

Adjust focus in the PTZ Controénu

Switch onscreen keyboards (uppeand lower case alphab
symbols, and numerals)

REC

Enter Manual Record settimgenu

Call a PTZ preset by using the numdnidtons in PTZ cdrol
settings

Turn audio on/off in Playbackode

PLAY

Go to Playback mode

Auto scan in the PTZ Contménu

INFO

Reserved

VOIP

Switchesbetween main and spot output
Zooms out the imagen PTZontrol mode

10

MENU

Return to Main menu (aftesuccessfulogin)

N/A

Show/hide full screen in Playback mode

12

DIRECTION

Navigate between fields andenu items

Use Up/Down buttons to speed up/slow down recorded vi
and Left/Right buttons to advance/rewind 30 secs in Play
mode

Cyclethroughchannels in Live View mode

18
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Control PTZ£amera movement in PTZ control mode

Confirm selection in any menmuode

Checksheckbox

ENTER Play or pause video in Playback mode

Advance video a singleame in singlédrame Playback mode

Stqo/start auto switch in auteswitch mode

13 [PTZ Enter PTZ Contratode

Go back to previous screen
14 |ESC

N/A

15 |RESERVED |Reserved

Select all items on a list

16 [F1 N/A

Switch between play and reverpéay in Playback mode

17 |PTZ Control |AdjustPTZamera iris, focus, and zoom

Cycle through talpages
18 |F2

Switch between channels in Synchronous Playback mode

Troubleshooting Remote Control:

[Tilnore

Make sure you have installed batteries properly in the remote control. And you have to aim the
remote control at the IR receiver in the front panel.

If there is no response after you press any button on the remote, follow the procedure below to
troubleshoot.

Step 1Go to Menu > Settings > General > More Settings by operating the front control panel or the
mouse.

Step 2Check and remember NVR ID#. The default ID# is 255. This ID# is valid for all the IR remote
controls.

Step 3Press the DEV button on the remote control.
Step 4Enter the NVR ID# you set in step 2.
Step 5Press the ENTER button on the remote.
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If the Status indicator on the frampanel turns blue, the remote control is operating properly. If

the Status indicator does not turn blue and there is still no response from the remote, please
check the following:

Batteries are installed correctly and the polarities of the batteries atereversed.

Batteries are fresh and not out of charge.

IR receiver is not obstructed.

. No fluorescent lamp is used nearby

LT GKS NBY2GS aidAatt OFryQil FdzyOlA2y LINRBPLISNI &3
device provider.

20



Network Video Recorder User Manual

1.3USB Mouse Operation

A regular 3button (Left/Right/Scrotwheel) USB mouse can also be used with this NVR. To use a

USB mouse:

Step 1Plug USB mouse into one of the USB interfaces on the front panel of the NVR.

Step 2The mouse should automatically be detected. If in a rare case teatntbuse is not detected,
the possible reason may be that the two devices are not compatible, please refer to the

recommended the device list from your provider.

The operation of the mouse:

Table 13 Description of the Mouse Control

Name Action Description
SingleClick | Live view: Select channel and show the quick
menu.
Menu: Select and enter.
DoubleClick | Live view: Switch between singéereen andg
multi-screen.
Left-Clidk
Click and Dra¢ PTZ control: pan, tilt and zoom.
Video tampering privacy mask and motmodetection:
Select target area.
Digital zoorin: Drag and select target area.
Live view: Drag channel/time bar.
RightClick | SingleClick Live view: Show menu.
Menu: Exit current menu to upper level menu.
ScrolfWheel | Scrolling up | Live view: Previous szen.
Menu: Previous item.
Scrolling Live view: Next screen.
down Menu: Next item.
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1.4 Input Method Description

EIEEIIIIIEE
Als[ofrFlelr]s]K]L

+B00NDN0 <
o] — KR

Figure 14 Soft Keyboard (1)

Figure 15 Soft Keyboard (2)

Description of the buttons on the soft keyboard:

Table 14 Description of the Soft Keyboard Icons

Icon Description Icon Description

@x@ Number x English letter

Lowercase/Uppercast Backspace

‘a|
.| | Switch the keyboard |[ = | | Space
B2

K Positioning the cursor Exit

o= Symbols Reserved
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1.5RearPanel

NVR-100MH-C and NVR-200MH-C Series

2 4 1 9 8
| | | | |
IUD|ID 1L} | |
5
\':/ D POWER
N e (@)
&) o e | =R
AUDIO GUT Wika HOmi e 12¥==
| | | |
5 = 3 7

Figure 16 NVR10OMHCandNVR200MHCSeres

Table 15 PanelDescription

No. | Item Description

1 Power Supply 12 VVDCpower supply.

2 Audio In RCAconnector for audio input.

3 HDMI Interface HDMI video output connector.

4 LAN Network Interfee | 1 10 /100/1000 Mbps selfadaptive Ethernet interface
5 Audo Out RCAconnector for audio output.

6 VGA Interface DB9 connector for VGA output. Display local vi

output and menu.

7 USB Interface

Universal Serial Bus (USB) ports for additional dey
such as USB mouse and USB Hard Disk Drive (HDD

8 Ground

Ground (needs to be connected whexiVR stars up).

9 Power Switch

Switch for turnng on/off the device

NVR-100MH-C (/P) and NVR-200MH-C (/P) Series

ity

(o}

AUDIO OUT VGA

|
10

| |
5 6

Figure 17 NVR1OOMH4P Series
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Figure 38 NVR200MHCU16P Series

Table 16 PanelDescription

No. Item Description

1 Power Supply 100~240VAC power supply.

2 Audio In RCAconnector for audio input.

3 HDMI Interface HDMI video output connector.

4 LAN Network Interfae | 1 10 /100/1000 Mbps selfadaptive Ethernet interface

5 Audio Out RCAconnector for audio output.

6 VGA Interfae DB9 connector for VGA output. Display local vi
output and menu.

7 USB Interface Universal Serial Bus (USB) ports for additional dey
such as USB mouse and USB Hard Disk Drive (HDC

8 Ground Ground(needs to be connected whexVR stars up).

9 Power Switch Switch for turnng on/off the device

10 Network Interfaces Network interfaces for the cameras and to provi

with PoE function

power over Ethernet.
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Chapter 2 Getting Started

2.1 Device Startup and Activation

2.1.1Starting Up and Shutting Down the NVR

Purpcse:

Proper startup and shutdown procedures are crucial to expanding the life of the NVR.

Before you start:

/| KSO1 GKFG GKS @2t i3S 2F GKS SEGNY L3 6 SN &dzd
ground connection is working properly.

Starting up he NVR:

Step 1Check the power supply is plugged into an electrical outlet. It is HIGHLY recommended that
an Uninterruptible Power Supply (UPS) be used in conjunction with the device. The Power
indicator LED on the front panel should be red, indicating the deggatethe power supply.

Step 2Press the POWER button on the front panel. The Power indicator LED should turn blue
indicating that the unit begins to start up.

Step 3After startup, the Power indicator LED remains blue. A splash screen with the status of the
HDD appearen the monitor. The row of icons at the bottom of the screen shows the HDD
aGlriddzaed® Ww-Q YSIya GKIG GKS 155 Aa y20 Ayaat

Shutting down the NVR
Steps:
There are two proper ways to shut down the NVR.
OPTION 1: Standard shutdown
Step 1Ente the Shutdown menu.

Menu > Shutdown

Shutdown

°

Shutdown Reboot

Cancel

Figure 21 Shutdown Menu

Step 2Click theShutdownbutton.
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Step 3Click theYesbutton.
OPTION 2: By operating the front panel
Step 1Press and hold the POWER button on the front panel for 3 seconds.
Step29 Y 1 SNJ G KS F RYAYAAG NI 2thiialogdmix foNdjthevitisationy R
Step 3Click theYesbutton.

[Tilnore

Do not press the POWER button again when the system is shutting down.
Rebooting the NVR
In the Shutdown mem, you can also reboot the NVR.
Step 1Enter the Shutdown menu by clicking Menu > Shutdown.
Step 2Clik the Logout button to lock the NVR or the Reboot button to reboot the NVR.

2.1.2Activating Your Device
Purpose:

For the firsttime accessyou need to activate the device by setting an admin password. No
operation is allowed before activation. You can alstivate the device viaVeb Browser, SAD®R
Client Software

Step linputthe same password in the text field Greate New Passwordnd Canfirm New
Password

User Name admin

Create New P...

IP Camera Acti... ™™™

& Valid password range [8-16]. You can use a combination

of numbers, lowercase, uppercase and special character
for your password with at least two kinds of them
contained.

Cancel

Figure 22 SetAdmin Password
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\ WARNING

We highly recommend you create a strong password of your own choosing (Usingraumioi 8
characters, including at least three of the following categories: upper case letters, lower case
letters, numbers, and special characters.) in order to increase the security of your product. And we

recommend you reset your password regularly, esally in the high security system, resetting the
password monthly or weekly can better protect your product.

Step 2Inthe IP Camera Activatiotext field, enterthe password to activate the IP camera (S)
connected to the device.

Step 3ClickOKto save the passwordral activate the device.

Step 4When the device is activated, ttsystem pops up the message box to remind you to

remember the passord. And you can clicKesto continue to export the GUID file for the
future passwordresetting.

Attention

y, The device is activated. Properly keep
your password. Export the GUID file for

password resetting?

Yes No

Figure 23 Export GUIFileRemind

Step SInsertthe Uflash disk to your device, and export the Glflle to the Uflash disk irthe Reset
Password interface. Please refer to ChaptérSResetting Your Passwd for the
instructions of password re#ing.

Reset Password

USB Flash Disk 1-1 Refresh

Name Size Type Edit Date Delete Play
& printscr Folder 09-19-2016 18:53:56 " —
B 7.bmp 10.55MB File 09-18-2016 17:53:08 m ®

B GUID_528995182_... 128B File 09-22-2016 13:58:25 " ®

7373.90MB

New Folder Export

Figure 24 Export GUIFFile

Tilnore

Please keep your GUID file properly for future password resetting.
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[T nore

LF ' RYAYyQa LI aag2NR Aa Y2RAFASRI (KS
duplicate the password to IP cameras that are connected gaflault protocol.

Aftention

9 Duplicate the password to IP cameras

that are connected with default protocol.

Yes [ []

Figure 25 Attention Interface

2.1.3Using the Unlock Pattern for Login

For the Admin user,ou can configure the unlock pattefar device login.

Configuring the Unlock Pattern

T2((26AY

Step 1After the device isictivated,you can enter the following interface wonfigure the device

unlockpattern.

Set Unlock Pattern

Draw the unlock pattern first.

O O O
O O O

O O O

Figure 26 St Unlock Pattern

Step 2Usethe mouse to draw a patteramongthe 9dots on the screen. Release the mouse when

the pattern is done.
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Set Unlock Pattern

Release you finger when done.

O @ O

O P

Figure 27 Draw the Pattern

(Tilnore

Connect at least 4 dots to draw the pattern.
Each dot can be connext for once only.
Step 3Draw the same pattern again to confirmWhen the two patterns match, the pattern is
configured successfully.
Set Unlock Pattern

Draw pattern again to confirm.

O O O
© O O
O O O

Figure 28 Confirm the Pattern

Tilnore

If the two patterns aredifferent, you must set the pattern again.
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Set Unlock Pattern

The two patterns are different. Try
EGETN

Figure 29 Reset the Pattern

Logging in v ia Unlock Pattern

[Tilnore

Only theadminuser has thgermission to unlock the device

Pleaseconfigurethe pattern first beforeunlocking Please refer t&€onfiguring the Unlock
Pattern

Step 1Right click the mouse on the sereand selecthe menu to enter the interface as shown in
Figure 2.8.

5]

admin

Draw the unlock pattern first.

O O O
O O O

O O O

Forget My P... Switch User

Figure 210 Drawthe UnlockPattern

Step 2Draw the predefined pattern to unlock to enter the menu operation.
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[T nore

If you have forgotten your pattern, you caelect theForget My Patterror Switch User
option to enter the normal logimialog box.

. When the pattern you draws different from the pattern yoinaveconfigured you should
try again.

. If you have drawn the wrong pattern for more than 5 times, the systenswitich to the
normal login mode autmatically.

Cancel

Figure 211 Normal Login Dialog Box

2.1.4Login and Logout

User Login
Purpose:
If NVR has logged out, you must login the device before operating the menu and other functions.

Step 1Select theUser Namean the dropdown list.

® Forget Pa...

Figure 212 Login Interface

Step 2Input password
Step 3ClickOKto log in.

[Tilnore

When you forget the password of the admin, you cinkForget Passwordo reset the password.
Please refer to Chapt&.1.5Resetting Your Passvd for details.
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[T nore

In the Login dialog box,you enter the wrong password 7 times, the current user account will be
locked for 60 seconds.

User Logout
Purpose:

After logging out, the monitor turns to the live view mode and if you wargedorm any
operatiors, you need teenter user name and gawordlog in again.

Step 1Enter the Shutdown menu.

Menu > Shutdown

Shutdown

Logout Shutdown

Cancel

Figure 213 Logout

Step 2ClickLogout

(Tilnore

After you have logged out the system, menu operation on the screen is invalid. It is required to
input a user name and password to unlock the system.

2.1.5Resetting Your Password

When you forget the password of the admin, you can reset the password by importing the GUID
file. The GUID file must bemorted and saved in the localfldsh disk after you have activated the
device (refer to Chapte2.1.2Activating Your Devi¢e

Step 10n the user login interface, cli€lorget Passwordo enter theReset Password interface.

(Tilnore

Please insert the flash disk stored with the GDFile to the NVR before resetting password.
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Reset Password

USB Flash Disk 1-1 ol | et ¥ Refresh

Name Size Type Edit Date Delete Play

& printscr Folder 09-19-2016 18:53:56 " —

B 7.bmp 10.55MB File 09-18-2016 17:53:08 " ®

7378.42MB

New Folder Import

Figure 214 Reset Passwd

Step 2Select the GUID fileom the U flash diskand clickmport to import the file to the device.

[Tilnore

If youhaveimported the wrongGUIE file foi7 times,you will be not allowed to reset the password
for 30 minutes

Step 3After the GUIDile issuccessfullymported, enter thereset passwordnterface to set the
new admin password. Refer to ChapBt.2Activating Your Devider details.

Step 4ClickOKto set the new password. You can export the new[Hi to the Uflash disk for
future password resetting.

[Tilnore

When the new password is set, the original GUID file will be inviddiehew GUID file should be
exported forfuture password resettingYou can also enter the User>User Management interface to
edit the admn user and export the GUID file.

2.2Using Wizard for Basic Gonfiguration

By default, the Setup Wizard starts once the NVR has loaded, as shbwguia 215.
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Start wizard when device starts?

Figure 215 Start Wizard Interface

Operating the Setup Wizard:

Step1TKS { SihGdzLd 2ATINR OFy ¢l f]1 @2dz GKNRdJZAK &az2yYS$
want to use the Setup Wizard at that moment, click @ncebutton. You can also choose
G2 dzaS GKS {SiddzLd 2ATFNR YySEG GAYSOHIORL 4164 OAY
checkbox checked.

Step 2ClickNextbutton to enter thedate and time settings window, as shownrFigure 216.

(GMT+08:00) Beijing, Urumgi, Singapore
MM-DD-YYYY

05-08-2013

15:22:59

Previous

Figure 216 Date and Time Settings

Step 3After the time settings, clicklext button which takes you back to the Neork Setup Wizard
window, as shown ithe following figure
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10M/100M/1000M Self-adaptive

Previous

Figure 217 Network Setting

Step 4ClickNext button after you configured théasicnetwork parametersEnter theHiLookVision
interface to configure the parameters. Please refeCimapterl1.2.1Configuring
HiLookVimn for detailed instructions.

Step 5ClickNextbutton after you configured théasicnetwork parametersThen you will enter
the Advanced Network Parametenterface.Youcan enabldJPnRDDNS and set other
ports according to your need.

DDNS is disabled.

Previous

Figure 218 Advanced Network Parameters

Step 6ClickNextbutton after you configured the network parameters

Step 7ClickNextbutton to enter the HDD Managementvindow, shown irFigure 219.
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ML.. Capacity Status Property  Type Free Space
M1 46576GB  Normal R/W Local 312GB

Previous

Figure 219 HDD Management

Step 8To initialize the HDD, click tteit button. Initialization removes all the data saved in the
HDD.

Step 9ClickNextbutton. You enter theAdding IP Cameraterface.

Step 10ClickSearchto search theonline IP Camerandthe Securitystatus shows whether it is

active or inactive. Beforaddingthe camera, make sure the IP camera to be added is in
active status.

If the camerais in inactive status, you can click timactiveicon of the camera to set the
password to activate it. You can alselect multiple cameras from the list and click the
Onetouch Activateto activate the cameras in batch.

Click theAddto add the camera

ENo. IP Address Security  Amount of... Device M... Protocol ~
o
10.6.38.13 @ Active DS-2CD4... HIKVISIt E
10.6.38.88 @ Active DS-2DF5... HIKVISIC
10.6.38.202 @ Active 1 CS-C2-10... HIKVISK
10.6.38.203 @ Active DS-2CD7... HIKVISI
10.6.38.204 @ Active DS-2CD5... HIKVISI(C ~

| | >

One-touch A... Add Search

M Enable H.265 (For Initial Access)

Previous

Figure 220 Search for IP Cameras
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[T nore

When you check the checkboxBhable H.265the NVRcanautomaticallyswitch tothe H.265
streamof IP camera (which supports H.265 video format) for the initial access.

Step 11Click Next button. Configure the recording for trédedIP Cameras.

Figure 221 Record Settings

Step 12ClickOKto complete the startup Setup Wizard.
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